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                      Domain – Digital Forensics   
 

                Full version (1.0) content for certification in Digital Forensics: - 

 

Computer Forensics                    Memory Forensics 

Mobile Forensics                         Cloud Forensics 

Video Authentication                 Email Authentication 

Audio Authentication                Speaker Identification 

Cyber Technologies                    Cyber case study 
 

 

Resources 

Dr. RuKMAni KrishnAMURTHY Dr. S. K. ShukLA 
Chairperson & CEO, Helik Advisory Ltd. Mumbai.     Professor & Director Amity, Institute of Forensic 

Science, Academic council member, Gujarat Forensic University.                             Amity University, Noida Uttar Pradesh     

  Ex. Director Directorate of Forensic Science Labs, Govt. Of Maharashtra.          Ex. Director Central Forensic Science Lab, Govt. of India  

Ex. Technical Advisor, Institute of Forensic Science, Govt. Of Maharashtra, 

Ex. Senate Member, Mumbai University, Mumbai. 

 

Liron PinkhA          Adv. PrAShAnt Jahla 

Cyber Adviser & Cyber Security expert (USA & Israel)     Founder: ICL Advocates 

Founder and CEO ITisUS Computing Solution Co-Founder: Indian Cyber Institute 

Research   Expert in Cyber Investigation & Security  Visiting Faculty Maharashtra Police 



 
 

     Digital Forensics One PAger Free Version 

Digital Forensics is the process of uncovering and interpreting electronic 

data/evidence so that it can be used in proceedings in the court of law. The main 

objective of Digital Forensics are Acquire, Preserve, Validate and Analyse 

computer and related electronic media in such a manner that it aids investigation 

agencies to present them as evidence in the court of law. It helps Law and 

Enforcement to minimize and abate work by narrowing down list of suspects 

using Incident response and Triage techniques. 

Following forensic procedures at crime scene which helps to ensure 

that the digital evidence obtained in a forensically sound manner which ensure 

reusability and validation of electronic evidence so that it is admissible in the 

court of law. Recovering deleted electronic records and deleted partitions from 

digital media when possible. Helps corporate bodies to identify a malicious attack 

on the digital infrastructure, and also allows you to estimate the potential impact 

of the malicious activity on the victim. Helps corporate bodies impeach employees 

who are performing unlawful activity like data theft and passing out insider 

information. Preserving the evidence by following the chain of custody. The wide 

use of digital media to store data which is more economic and easy has made the 

use of paper and other physical media to store data negligible or only used when 

absolutely necessary. Due to extensive use of internet banking services the 

number of online baking frauds 

in the recent years has also increased exponentially. 

There  will  focused  study  materials  in  each  topics  prepared  by  

highly qualified forensic experts with years of experience in the field of  Digital 

Forensic in Govt.  FSL and who have stood  in  courts  as  Expert  Witness,  Real  time  

crime  cases handled in Govt. Forensic Lab will be discussed. After completion of 

the module, there would be question-answers based on the module and a 

Certificate of Achievement would be issued to a participants passing with 

minimum 50% in the test. The certificate from  Helik  Advisory  Ltd  and  ICI  would  

be  of  great  value  for  jobs  as  well  as  added knowledge value giving insight of 

real time crime cases. All the activities are monitored and  guided  by  the  eminent  

and  renowned  Forensic  Scientists  Dr.  (Mrs.)  Rukmani Krishnamurthy, and 

Dr.S.K.Shukla Having more than 35 years of experience in Govt. FSL .                                                                           
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